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AHHOTAIUA

HacTosmuii JOKyMeHT IpecTaBiIsieT cOO0N PyKOBOJCTBO IO 3KCILTyaTalluy IPOrpaMMHOIO
MonyJii OnepaTuBHBIN )KYPHAJI LEHTPOB YIIPABJICHUS CETAMH J0YePHHUX 3aBUCHMBbIX 00111eCTB

MTAO «Pocceru» OMKYP - IIYC 30 (Q:0JUR-TSUS DZO A 1.0).

Hcnonp3oBanne OnepaTUBHBI JKYpHAJ IEeHTPOB YNPABJIEHUS] CeTSAMH JOYePHHX
3aBucuMbIX 001ecTB ITAO «Poccerm» OXKYP - HIYC 130 (Q:OJUR-TSUS DZO A 1.0)
HEBO3MOXXHO 0€3 YCTaHOBKH NpOrpaMMHOro obecriedeHuss OnepaTHBHBIN KypHAJ CHTYallMOHHO-
anayutudeckoro neatpa OXYP-CAIL (Q:OJUR-SAC) (nanee — Cucrema).

B cocTtaBe pykoBoacTBa cOpMYIMpPOBaHbI KCIUTyaTallMOHHBIE TpeOOBaHuUs sl PabOTHI €

CucreMon.
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1CBEJEHUA O TEXHUYECKUX W [NPOI'PAMMHBIX CPEIACTBAX
CUCTEMBI, OBECIIEYUBAIOIIUX EE PABOTY

1.1 Texnn4ueckoe odecneyenne CucreMbl
s ycnemHoro (yHkunoHupoBanusi CucreMbl ucmoiib3yeTcss Kowmiieke TeXHHUYECKUX
CPEJICTB, BKJIIOUAIOIININA: CepBEpHOE 000pyA0BaHuUE, CpeaicTBa cBsi3u 1 APM mosibs3oBarenei.
Texuuueckue cpencTBa, HEOOX0AUMBIE IS oOecieueHust PyHKIMOHUPOBaHUS CHUCTEMBI,
BKJIIOUAsl CPEJCTBA CBSI3U, IPEIOCTABIAIOTCA 3aKa3UUKOM.
NudpactpykTypy misa rexuudeckux pemennii Cuctemsl npegocrasisiet 11O/l nposaiinepa
cBs3u. CepBepHoe 00opynoBanrue CHUCTEMBI MTPeICTaBIsIeT COO0M BUPTYalIbHbIE MAITUHBI,

pa3menieHnsle B oonaynom L{O/] npoBaiinepa cBsizu.

MuHuManbHble TpeOOBaHUS K CEPBEPHOMY 000PYL0BAHHIO:
- O3Y — ne menee 64 I'0
- UII — nponeccop wactotoii He MeHee 2,4 [T, He MeHee 64 BEIYUCIUTENBHBIX SEP
- HDD — ne menee 1 T6

- Onepauunonnas cucrema — Ubuntu 20.04, Anbt Cepep (tutanupyetcs ¢ 2027 r.)

MunumanbHble cucTeMHbIe TpeOoBaHus a1 APM mosnp3oBaTeneit:

- O3V ue menee 8 I'b;

- 113V ue menee 50 I'b;

- IIpomueccop He menee 3 ['T11, BHIMUCIUTENBHBIX siIEp HE MEHee 2;

- 3ByKoBas KapTa (JOCTaTOUYHO HAJTM4YHME BCTPOSHHOW B MAaTEPUHCKYIO IJIaTy);

- Ceresoii agantep 100 M6ut/c;

- AyaMO KOJIOHKHU WJIM HAYITHUKH;

- Momnwutop ¢ paspemenrem He MeHee 1920x1080, nuaronane He MeHee 24 mroiima;

- OnmnepamnmonHas cuctema: TpeOoBaHMs HE MPEBSIBISIOTCS;

- Bpay3zep, ocHoBannsIit Ha siagpe Chromium (SIanexc.Bpaysep ot Bepcuu 21 u Beime, Google
Chrome ot Bepcuu 89 u BhiIIIE,);

- HCTOYHMK Oecriepe0oiHOro nuTaHus ¢ MOIHOCThI0 He MeHee 1000 BA.

1.2 lIporpammuoe odecieuenue CucreMsbl

B cocraB cuctemsl BxoauT creayroniee nporpaMmmaoe obecrieuenue (I10):
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- CHCTEMHOE ITporpaMMHOe o0ecrieueHune, odecreunBaroIiee GyHKIIMOHUPOBAHUE
BBIYUCIIUTCIIBHBIX CPCACTB U OPraHu3alliiO0 BEIYUCIUTCIIBHOTO IIPOLCCCa,

- cneuuanbHoe (obmee) [10, npennazHaueHHOE AJs pelIeHus PyHKIMOHATIBHBIX 3aj1ad.

OcHanienne CHUCTEMBI OCYIIECTBISITHCS OTEUECTBEHHBIM MPOTPAMMHBIM OOECIICYCHUEM,
OTHOCSIIMMCS K Kareropuu chnenuanbHoro (obmmm) I[IO - mporpaMMHBIM oOecrieueHHEM

cemetictBa QuaSy nmpou3BojcTBa koMianuu «Jlan Poy3», Ha koTopoM peasinzoBana Cucrtema.

1.2.1  Cucremuoe I1O
(DYHKI_II/II/I cuctemuoro IIO cocrosTt B opraHusallii BbIYHUCIWTCIIBHOI'O IIponecca B
Pa3iIWYHBIX PEKHUMAX, OpraHu3alnuu HH(l)OpMaHHOHHOfI 68.351, YIIpaBJICHHUU TEXHUYCCKUMU
CpceacCTBaMU U aBTOMATHU3alUH ITPOTpaMMHUPOBaHM.
PexoMeHniyeMble mporpaMMHbIE CPEACTBA JUIsl CEPBEPHOT0 000PYJOBaHMUS
- Ubuntu 20.04, Anst Cepsep (tutanupyeres ¢ 2027 r.);
- Postgresqgl v.12.3;
- Apache HTTP-server v.2.4.41;
- Phpv.7.4;
- LibreOffice v.6.4.6.2;
- Redisv.5.0.7;
- Eclipse Mosquitto v.1.6.9;
- pgadmin v. 5.0.

1.2.2 Cnenuaannoe (oomree) [TO

Cepepnoe I1O «QuaSy CIITIP»
- Q:OJUR-SAC.

Kauenrckoe IO
B 1aHHOM TNPOEKTHOM pEIICHHH WCIONB3YeTCsl apXUTEKTypa TOHKOTO KIIMEHTa, YTO
nosipazymeBaeTr oOpabOTKy M XpaHEHUEe Bcel MH(pOpMaIMU HCKIIOYUTEILHO Ha CTOPOHE cepBepa
NPUJIOKEHNH, Ha CTOPOHE KIMEHTa MHUHUMAJIbHO-AOCTATOYHO YCTAaHOBKHM PEKOMEHAYeMOro BeO-
Opaysepa.
JlJ11 KOppeKTHOTO 0TOOpaXkeHUsI U 00pabOTKU BCEX aJITOPUTMOB U SKpAaHHBIX HUHTEpQeiicoB

PEKOMEH/TyeTC s UCTIOIb30BaTh Opay3ep, OCHOBaHHBIHM Ha simpe Chromium,
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2 HACTPOMKA 110

2.1 KoMILIEKT MOCTaBKH

[Iporpammuoe obecnieuenne CHUCTEMBI TOCTABISIETCS B BUIE MPEIBAPUTEIIEHO HACTPOCHHBIX

CepBEPOB Ha MHPPACTPYKTYPE, MPEIOCTABICHHON MpoBaiaepoM B oosraunom 1O/,

2.2 Mopsiaok uncraussuuu 1O

st pasBépreiBanus nro6oro cepsepa (bl wim mpunoxenuii) HeOOXOIUMO OOPATUTHCA K
Hcnonuauremo (Pazpaborunky Cucremsi).

© 000 «Jlan Poy3»

PyKOBOZ[CTBO 110 3KCIUTyaTalilui NporpaMMHOT0 MOAYJISA

OrnepaTHBHBIH XKypHaI CHTyalOHHO-aHamuTH4eckoro eHrpa OXKYP-CAIL (Q:OJUR-SAC)
6



3 ITPOBEPKA CUCTEMbI

[IpoBepka paborocriocodHOCTH CUCTEMBI TOJKHA MTPOXOIUTH MPH COOIIOICHUH CIICTYIOIIHX

YCIOBUM:
- BCE TEXHUYECKHUE CPEACTBA JOJKHBI ObITh UCIPABHBI, U Pa0OTATh B IITATHBIX PEKUMAX;
- IporpaMMHoOe oOecriedeHre JOKHO ObITh YCTAaHOBJIEHO U HAcTpoeHo McnonHurenem;
- mepcoHall, dkcruryatupyronwii [10, 1omKeH UMeTh COOTBETCTBYIONIYIO KBATHU(UKAIIUIO.
3.1 CocrtaB u coep:kaHne TUCTPUOYTUBHOTO HOCUTEJS TAHHBIX

OcHoBHas ¢yHKIMOHAaNBbHOCTh CHCTEMBI MpelAcTaBieHa B Buje web-uHTepdelica U He
TpeOyeT yCTaHOBKM Ha JIOKaJbHBIM KOMIIBIOTEp IOJIb30BATENsl KaKOro-Inbo MporpaMMHOTO
obecrieuenus. HeoOxomumo TOIBKO Hamwuue web-Opay3epa W ONEpallMOHHOW CHCTEMBEI.
MunumanibHble cuCTeMHbIe TpeOoBaHusi 1t APM  monb3oBateneit ompenenenst B 1m.1.1

Texuuueckoe obecrieduenrie CUCTEMBI.
3.2 llopsiaok 3arpy3KM JaHHBIX U IPOrpaMM

3arpy3ka OCHOBHOH mporpaMMbl CHCTEMBbI, HCHOJIHSIEMOW Ha JIOKaIbHOM KOMIIbIOTEPE,
OCyIIECTBIsIeTCs aBToMaTuyecku MHTepHeT-Opay3epom. Jljist 3TOTO B aapecHOM CTpoke Opaysepa

JIOCTaTOYHO YKa3aTh aJIpec CUCTEMBI.
3.3 Ilopsaaok npoBepKH padoTOCIOCOOHOCTH
[Iposepka paboTocrocodHOoCcTH CHCTEMBI OCYHIECTBIISIETCS CIIEIYIOIIMM 00pazoM:

1) B anmpecHoit ctpoke Opay3epa HeoOxomumo BBectu aapec Cucrembl. B cimydae ecim
Cucrema paboTocrocoOHa, Ha 3TOM 11are OyeT OTKPBITO OKHO aBTOPHU3AlUU MOIb30BATEIS.

2) ABTOpU30BaThCsl B CHUCTEME, KaK OMUCAaHO B PyKoOBOACTBe MO MOJYyYeHHIO JOCTYNA K
Cucreme (MucTpykuun no uHcrawisinum). B cimydae ecnu cucrema paborocrnocoOHa, Ha 3TOM
arare 6y21€T OTKpbITa OCHOBHAs MMaHCJIb IMPUIIOKECHUS, C KOTOpOﬁ 6y)1eT AOCTYIIHA HaBUT'allks BO BCC
uHTepdeiicsl CUCTEMBI.

| ONLINE |f

3) Ha unrepdeticax QCODA (Ha cxemax) — JOJDKHA 3€JICHBIM FOPETh HAIMUCh
4) Ha 6a3oBom untepdeiice qOKYP — naanucs QUASY momxkna GbITH ceporo msera  Quasy §

B ciyuae orcyrcTBHS AocTyna K cepBepy CUCTEMBI — HAJIMMUCh TOPUT KPACHBIM I[BETOM.
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4 ABAPUMHBIE CUTYAITAN

4.1 I[eﬁCTBHﬂ B cCjIy4yae Hec06.]'HOL[eH]/Iﬂ yC.]'IOB]/Iﬁ BBIIMNOJTHCHUHA TEXHOJOI'HYECCKOI'0

nmpouecca, B TOM YUCJI€ IPU JJIMTEJIBHBIX 0TKa3aX TEXHUIECKUX CPEACTB

[Tocne mosydeHus: cooOmeHuss 00 OmHMOKe HEOO0XOAUMO Iepe3arpy3uTh Opaysep H
MIOTIBITATBCS TIOBTOPUTH JICHCTBHE, KOTOpPOE TMPHUBEIO K OmuOKe. B ciyuyae mTOBTOpHOTO
BO3HUKHOBEHHUsSI COOOIIECHUS 00 OmuOKe HEOOXOIUMO CBS3AThCS C TEXHHUYECKOW IMOIIEPIKKON

CHUCTCMBI.

[Tpu oOpatieHuu B Cityk0y TEXHHUUYECKOH MOAIEPKKH HEOOXOAUMO OBITh TOTOBBIM YKAa3aTh
MOPSAIOK JACWCTBUN, MPHUBEALINI K BO3HUKHOBEHHIO OMIMOKH, B TOM 4HCIE, HPEIOCTABUTH

BBOJIUMYIO HH(OPMAIIHIO, €CITU OMIMOKA MPOM30IILIA IIPH €€ BBOIE.

4.2 I[eﬁCTBHH M0 BOCCTAHOBJICHUIO IIpOorpamMmm H/NIn AAHHBIX NPH 0TKa3€ MarHUTHBIX

HOCHTeJIell M1 00HAPYKeHUH OIIMOOK B JAHHBIX

B cnydae oOHapyxeHus OUIMOOK B JaHHBIX, €CIIM OHU HE MOTYT OBITh HCIIPABJICHBI C
nomoinbio APM, ciexyer o0paTuThes B TEXHUUECKYIO MOAAEPKKY. [Ipr 3 TOM HE0OX0IMMO yKa3aTh

NEpCUCHb JaHHBIX, COACPKAIUX OIINOKH U IMMPaBUJIbHBIC 3HAYCHH A UCKAKCHHBIX anI/I6yTOB.

4.3 JleficTBusA B CJy4yasixX OOHapyKeHHH HeCAaHKUMOHMPOBAHHOIO BMeUIATEJbCTBA B

JaHHbIE

B cnywsae oOHapyXeHUS HECAHKIIMOHUPOBAHHOTO BMEIIATENIbCTBA B JIAHHBIC CIEAYET
00paTUThCS B TEXHUYECKYIO TMOJIEPKKY CUCTeMBbI. [Ipu 3TOM HEOOXOAUMO ONMUCaTh MPHU3HAKU U
MPEAIIOoNaracMblil XapakTep BMEIIATENIbCTBA, A TAKXKE, YKa3aTh MEPEUYEHDb JAaHHBIX, ITOJBEPIIINXCS

BMCIIATCIILCTBY.
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